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Abstract — We investigate the problem of secure transmission over a two-user multifmgti-output (MIMO) X-channel with noiseless local
feedback and delayed channel state information (CSI) available antitiers. The transmitters are equipped withantennas at each node
and the receivers are equipped withantennas at each node respectively. We characterize the optimaesure slegrees of freedom (SDoF)
region for the two-usefM, M, N, N)-MIMO X-channel with local feedback and delayed CSI. The codigst is based on an extension of
the scheme developed earlier by Yaatgal.[1] in the context of the two-user MIMO BC. The achievability follows by eggriately exploiting

the availability of both resources, i.e., output feedback and delayé@iGich receiver. We also study some special cases of availability of
output feedback at transmitters. For the two-user MIMO X-channellwaithl feedback and delayed CSI we characterize the optimal sunesecur
degrees of freedom (SDoF) region. Itis shown that, in presencealffieedback and delayed CSlI, the sum SDoF region of the MIMO Xuuéla

is sameas the SDoF region of the two-user MIMO BC wi2id/ antennas at the transmitter aidantennas at each receiver respectively. This
result shows that, upon availability of feedback and delayed CSI, theoesrformance loss in terms of sum SDoF due to the distributed nature
of the transmitters. Next, we show that this result also holds if gldpal feedback is conveyed to the transmitters. Furthermore, we also study
the case in which only local feedback is provided to the transmitters, ithout CSI, and we derive a lower bound on the sum SDoF for this
model. We illustrate our results with the help of some numerical examples.

1 Introduction security constraints at the transmission as shown in Figure 1, where

. . . each transmitter is equipped willi-antennas and each receiver is
The X-channel with delayed CSI and without secrecy constramtéquipped withV-antennas respectively. In this model, Transmitter

is studied recently ir [2]3] from DoF perspective. Ih [2], the authersl transmits confidential messagég; to Receiver 1 andV; to
study a two-user MIMO X-channel with delayed CSI and establistkeceiver 2 respectively. Similarly, Transmitter 2 transriits, to

a lower bound on the sum DoF. Tandei al.in [3] study a model  Receiver 1 andvas to Receiver 2 respectively. The channel out-
similar to the one in[[2] with channel output feedback from eachy ¢ ot each receiver along with the delayed CSl is fed back to the

receiver available to the respective transmitter. In [3], optimal SUnjagpective transmitter. For this setup each receiver plays the role of
degrees of freedom of the MIMO X-channel is characterized. This,, eavesdropper for the other receiver, i.e., for messageand

result sheds light on the role of feedback for the MIMO X-channeIW21 Receiver 2 acts as an eavesdropper for the messages inten-
— due to availability of feedback and delayed CSI, not only Transyeq for Receiver 1 : and for messaga, andiWas, Receiver 1 acts
mitter 1 is able to reconstruct the information transmitted by Transz¢ 4, eavesdropper for the messages intended for Receiver 2. For

mitter 2, it also helps Transmitter 2 to reconstruct the informatioqhis model, we studgecuretransmission from degrees of freedom
sent by Transmitter 1. I [3], among other observations, it is ShOWBerspective.

that the ability of each transmitter to reconstruct the information

sent by the other transmitter is a fundamental step in the optimality? Channel Model and Definitions

Yanget. al.in [1] study the problem of secure transmission over a \we consider the two-user MIMO X-channel in which each re-
two-user MIMO BC with delayed CSI available at the transmitter.cejver knows the perfect instantaneous CSI along with the past CSI

In [1], the SDoF captures the way the spatial multiplexing gain, 0f the other receiver. The outputs received at Receiver 1 and 2 for
secrecy capacity prelog or degrees of freedom, scales asymptofiach symbol time are given by

cally with the logarithm of the signal-to-noise ratio (SNR) and is
characterized for the two-user MIMO BC. The achievability fol- Yy [t] = H11[t]x1[t] + Hia[t]X2[t] + 21 [¢]
lows by a combination of Maddah Ali-Tse scherne [4] with addi- v, [1] = Hyy [t]x1 [t] + Hoo[t]Xa[t] + 2o[t], t=1,...,n (1)
tional noise injection for security.

In this work, we consider the two-us@¥/, M, N, N)-MIMO X- wherex; € CM is the input vector transmitted bix;, i € {1,2}
channel studied by Tandaet. al.in [3] by introducing additional andH;; € CN*M s the channel matrix connectifit; andRx;,
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FIGURE 1 — The MIMO X-channel with local feedback and delayed CShwsicurity constraints.

je{l,2hy; € CV is the output vector received at thiga receiver ~ coding functions at the receivers

andz; € CN represents the additive noise vector at jtierecei- V11 VX HY T H e xHae — W,
ver, wherez; ~ CA/(0, 1 ). Furthermore, the channel fading coef- O Nngm—1 .
ficients are independent and identically distributed (i.i.d.) complex po1 + V1 UXHT X H X Hig — War,

Gaussian random variables. The transmitter inputs are bounded by V1o ¢ YN XHY s oy xHoo — Wha,
average block power constrair¥s;-_, E[||x;[t]||] < nP, for,i € Nn_ -1 A

1,2}. We defineH[t] = [ "8 #2211 | pe the channel state matri paz ¢ T e ez o Ve ©
{1,2}. We defineH[¢] := [Hm[t] H22[t]} € the channet state MaliX - A rate quadruplé¢R;1(P), R12(P), R21(P), R22(P)) is said to be

andH'~" := {H[1],...,H[t—1]} be the collection of channel state achievable if there exists a sequence of codes such that,
matrices for the past— 1 symbols duration. We assume that the .. . p . 2

. . ) lim 1 Wi # Wi;|W;;3 =0, forall 1,2}°. (4
channel state matrid [¢] is a full rank matrix almost surely at each P l,?f;lopp{ is 7 Wij|Wig} =0, (6.7) €{1,2}7 (4
time instant. We denolyezfl = {y;[1],-...y;[t — 1]} be the out- A SDoF quadruplgdy,di2, d21, d2o) is said to be achievable if
put atRx; for the past — 1 symbols. At each time instantthe past  there exists a sequence of codes satisfying the following reliability
states of the channel’~! are known to all terminals. However the conditions at both receivers
instantaneous statésl;[¢], H21[t]) are known only to Receiver ) .. . logWij(n,P)|
1; and the instantaneous statel 2 [t], Ha2[t]) are known only to Plgnoo lim inf nlog P 2 dij,
Receiver 2. The coding scheme for the Gaussgian M, N, N)— . . - _ . 2
MIMO X-channel with local feedback and delayed CSI consists of plinoo hfl)s;pp{w” # Wij|Wigk =0, forall (i, 5) € {1,2}7,
a sequence of two stochastic encoding functions at the transmitters (5)

as well as the perfect secrecy conditions
I(W12, Wag; y7, H™)

forall (4,5) € {1,2}*

Plim lim sup o P =0
_ N(t— =00 n—s00 nlog
{d10 : WinxWiaxH TN s pMyn -
t—1_~,N(t—1) Man lim limsup I(W11, Waasy3, H”) =0. (6)
{2t + WarxWaaxH'™ " x), — Xy him, () P—00 n—oo nlog P

We define the sum SDoF region of the MIMO X-channel with

local feedback and delayed3ine as the set of all pairédy; +

de1,d12 + da2) for all achievable non-negative SDoF quadruple
where the messagé®; 1, Wia, Wa1 andWso are drawn uniformly  (di11, di2, d21, d22). We define the total (sum) SDoF as S[ﬁ(;@?"':
over the set3V1, W12, Wa1 andWhss, respectively ; and four de- = MAX(d, | 4 dyy,dya+das) G11 + d12 + do21 + d22.
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3 Main Results

Due to the space limitations, the proofs of the results of thispa 5
per are omitted. Complete proofs are available in [5]. Before pro
ceeding to the formal statement of the theorem, we first define
quantity that is repeatedly used in this section.

s

Definition 1 Let, for given non-negative\/, N),

Total Secure DoF with local feedback and delayed CS [Thedip|
Total DoF with local feedback and delayed CSI [3, Theorem 1]
Total DoF with no feedback and no C$I [6, Theorem 11]

0, it M <N;
. NM(M~—N) f .
ds(N,N,M) = Nrarny N <M <2N; ;
I if M >2N. 1r ; ]
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The following theorem provides the sum SDoF region for the MIMC o ! : ! ! L
X-channel with local feedback and delayed CSI. Rumber'bf anterinas at &ach trahsmitterf(

Theorem 1 The sum SDoF regiofgjn-of the two-use(M, M, N, N)—

MIMO X-channel with local feedback and delayed CSl is given byFIGURE 2 — Total Degrees of Freedom as a function of number
the set of all non-negative paifg;1 + da21, d12 + da2) satisfying of antennas at the transmitter, with fixed number of anteahas
each receiverN = 4.

di1 + d21 d12 + da2 <1
ds(N,N,2M) min(2M,2N) - o ) .
di1 + do dys + dao - @ Definition 2 Let, for given non-negativeé\/, N),
min(2M,2N) ' ds(N,N,2M) = .
0, if M<N;
for2M > N ; andCg5or = {(0,0)} if 2M < N. 4N N, M) = - (]ywz(%)_(évz& - N < M < 2N
- + — — b _— —_— bl
2N if M >2N.

Remark 1 The sum SDoF region of the MIMO X-channel in Theo-

rem(] is same as the SDOF region of the two-user MIMO BC giveRpe fo|lowing theorem provides an inner bound on the sum SDoF

in [1} Corollary 3.1] with 2M/-transmit antennas and/-anténnas  region for the two user MIMO X-channel with local feedback.
at each receiver respectively. This result shows that there is no per-

formance loss in terms of sum SDoF due to the distributed nature
of the transmitter antennas. Theorem 3 An inner bound on the sum SDoF region of the two-

. . user(M, M, N, N)-MIMO X-channel with local feedback is given
We now consider the two-user MIMO X-channel with global feed-p, ine set of all non-negative paitéy; +da1, dis -+ daz) Satisfying

back. In this model, the output at each receiver is fed back to both

transmitters. For the two-user MIMO X-channel, the output fed di1 + dog dio + doo
back from each receiver to both transmitters is still useful because d°A(N N, 20) | min(2M, 2N) 1
each receiver not only acts as an eavesdropper for the other receiver T ’
but also gets useful information from the corresponding transmitter
of the other receiver. For example, Receiver 2 acts as an eavesdrop-
per for the messag@/;; which is transmitted from Transmitter 1 . _ .
and is intended for Receiver 1, but also gets mes3$&ge from for2M > N andCSpoe= {(0,0)} if 2M < N.

Transmitter 1. In this case feed back to Transmitter 1 from Recei-

ver 2 can still provide some useful information which can be usetNow, we compare the total SDoF of the model in Fiddre 1 with the

d11 + d21 di2 + da2

min(2M, 2N) + doc(N, N, 2M) ~ ®)

by Transmitter 1's encoder. total DoF of (M, M, N, N)-MIMO X-channel with feedback and
The following theorem provides the sum SDoF region of MIMO delayed CSI ; and no feedback and no CSl available at the transmit-
X-channel with global feedback. ters. FiguréR shows the total DoF as a function of transmit anten-

nas with fixed number of antennas at each receiverN.es, 4. The
~-MIMO total SDoF increases with the number of antennas at the transmit-
ter and saturates as the number of antennas at transmitter becomes
We now consider the two-user MIMO X-channel with local feed-€dual to the number of antennas at the receiver. This shows that
back. In this model, the output at thidn Receiver; = 1,2 is fed- t_here is no gain in terms of total SDoF M > N. It is interes-
pting to note that for the cas®l > N the total SDoF of the MIMO

back to theth Transmitter only. In this model, each receiver whic h Lwith | : teadback and del q i< th
acts as an eavesdropper to the other receiver only feeds back ghgehannel with local output feedback and delayed CSl is the same

information to the corresponding transmitter. Before proceedin?S the total DoF of the MIMO X-channel with no feedback and no

Theorem 2 The sum SDoF region of two-usev/, M, N, N)
X-channel with global feedback is given @j).

to the formal statement of the theorem, we first define a quantit Sl at transmitters. This result shows that there is no performance
4N N, M) ' oss due to security constraint if local feedback and delayed CSl is
S ) ’ .

available at the transmitters.
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